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CRYPTOGRAPHIC IMPACT OF QUANTUM COMPUTING

Known: scalable quantum computers invalidate hardness assumptions in 

popular solutions for digital signatures and asymmetric encryption

→ NISTIR 8105 DRAFT

Post-quantum cryptography considers a broad spectrum of alternatives:

 error-correcting codes

 hash-based solutions

 lattice problems

 polynomial systems of equations

 …

This talk: How about the impact of quantum computing on block ciphers?



UNIQUENESS OF THE TARGET KEY

Secret key not necessarily uniquely characterized by plaintext-ciphertext pairs 

(→ Biryukov-Nikolić’s analysis of SC2000-256), but …

Strict avalanche criterion → plausible that adversary obtains r plaintexts with

Ὁ ά ȟȣȟὉ ά Ὁ ά ȟȣȟὉ ά whenever ὑ ὑ

and that for key length k and block size n, it suffices to have r ổỖ.

AES-128: 3 plaintext-ciphertext pairs should suffice for having a unique K

AES-192: 4 plaintext-ciphertext pairs should suffice for having a unique K

AES-256: 5 plaintext-ciphertext pairs should suffice for having a unique K



GROVER’S ALGORITHM (BASIC VERSION)

Input: quantum circuit Uf to implement Boolean function

Ὢȡπȟρ ᴼ πȟρ as ὼȿώỚm ȿὼỚȿώṥὪὼỚ

Output:ὼ with Ὢὼ ρ

Crucial step: repeated application of Ὃ Ὗ Ὄṧ ςȿπỚộπȿ Ὄṧ ṧ

Number of applications: ὕ
Ⱦ

Ѝ
where M=#solutions (here: ỗςȾỘtimes)



AES EXHAUSTIVE KEY SEARCH: STRUCTURE OF ╤█

Needed: efficient implementation of AES as quantum circuit



WHAT TO OPTIMIZE

Gate set used: Clifford +T

(can be implemented fault-tolerantly on a large set of codes)

Here: Toffoli gates as only source of T-gates

Goals: small number of T-gates, low T-depth, small number of logical qubits

Toffoli decomposition (Amy et al. http://arxiv.org/pdf/1206.0758v3.pdf )

Clifford group: normalizer of Pauli group in U(2n)

Pauli group: n-fold tensor products of I, X, Y, Z



IMPLEMENTING THE ADVANCED ENCRYPTION STANDARD

L

Main components needed to encrypt a 128-bit block:

ÅAddRoundKey : straightforward with CNOTs

ÅShiftRows : free without nearest-neighbor restrictions

ÅMixColumns : matrix-by vector multiplication, can be realized

in place with LUP decomposition, CNOT gates only

ÅSubBytes : non-linear bijection GF(2)8 GF(2)8 is

applied to each of the

16 state bytes

 invoked in each round

 part of key schedule



DECOMPOSING THE S-BOX

L

(1) Interpret byte as element aÍGF(2)[x]/(1+x+x3+x4+x8), and

replace a witha-1 (0 maps to 0)

(2) Apply affine map over GF(2)ïdoable in place with (C)NOTs

Efficient circuit for inversion in GF(2)[x]/(1+x+x3+x4+x8)?



APPLYING THE IDEA OF ITOH-TSUJII

L

a-1=a254=((aÖa2) Ö(aÖa2)4Ö(aÖa2)16Öa64)2

Exponentiations with powers of 2 ­ in place with CNOTs

Example – squaring in GF(2)[x]/(1+x+x3+x4+x8):

1 0 0 0 0 0 0 0

0 0 0 0 1 0 0 0

0 1 0 0 0 0 0 0

0 0 0 0 0 0 1 0

0 0 1 0 0 0 0 0

0 0 0 0 0 1 0 0

0 0 0 1 0 0 0 0

0 0 0 0 0 0 0 1

1 0 0 0 0 0 0 0

0 1 0 0 0 0 0 0

0 0 1 0 0 0 0 0

0 0 0 1 0 0 0 0

0 0 0 0 1 0 0 0

0 0 0 0 0 1 0 0

0 0 0 0 1 1 1 0

0 0 0 0 0 0 1 1

1 0 0 0 1 0 1 0

0 1 0 0 0 1 0 0

0 0 1 0 1 0 0 1

0 0 0 1 0 1 0 0

0 0 0 0 1 0 1 1

0 0 0 0 0 1 1 0

0 0 0 0 0 0 1 0

0 0 0 0 0 0 0 1



MULTIPLICATION: MASLOV ET AL.’S DESIGN

64 Toffoli and 21 CNOT gates  ­ 448 T- plus   533 Clifford gates

8 total multipliers per inversion ­ 3584 T- plus 4264 Clifford gates

One 8-bit S-box: 3584 T-gates and 4569 Clifford gates, 40 qubits



… OR JUST FORGET THE ALGEBRAIC STRUCTURE?

ÅAES S-box is a(n odd) permutation on GF(256).

ÅNOT, CNOT, and Toffoli gates on ὲ σqubits generate alternating group ὃ

S-box realization can be found by decomposing a permutation on 512 points

One 8-bit S-box: 9695 T-gates and 12631 Clifford gates, 9 qubits suffice



COST OF KEY EXPANSION PHASE OF AES



AES-192 QUBIT REUSE: HIGH-LEVEL STRUCTURE



RESOURCE ESTIMATES FOR AES



RESOURCE ESTIMATE FOR GROVER TO ATTACK AES-▓

Note: modest number of qubits, but #gates, #T-gates,

depth, and T-depth are greater than  Ѝς.



WHAT ABOUT OTHER BLOCK CIPHERS?

Ongoing – cost analysis of other block ciphers.

Current estimate for implementing SERPENT:

Å800 qubits

Å45,642 CNOTs plus 6,192 NOTs for linear computations

ÅS-boxes take no more than 55 (CNOT, NOT, Toffoli) gates 

1,600 NOTs + 172,480 additional gates (CNOT, NOT, Toffolis) 

suffice for non-linear components



CONCLUSION

Speed-up of an exhaustive key search by Grover’s algorithm    

deserves a careful analysis to understand the actual complexity 

AES: moderate number of logical qubits, but current #gates and   

depth are substantial.




